
EU Considers Sanctions Against
Chinese, Russian Groups Over Hacking
By Bloomberg

February 27, 2020

Jean-Etienne Minh-Duy Poirrier / Flickr (CC BY-SA 2.0)

The European Union may target a Russian and a Chinese entity, as well as several individuals,
with sanctions over cyber attacks, adding to signs of increasing alarm in the bloc over
network security.

Five diplomats familiar with the matter said talks on the proposed measures will begin as
soon as this week, declining to name the entities targeted and the incidents concerned.
Diplomats are typically wary of sharing details about sanctions in advance out of concern for
legal action and that those targeted may move their assets to evade punitive measures.

The move would be the first application of the EU’s so-called cyber sanctions regime — a
toolbox including travel bans and asset freezes intended to deter cyber attacks. The measures
could help quell some U.S. concerns about the EU being soft on China, after the bloc resisted
pressure from Washington to ban Huawei Technologies from next generation telecom
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networks, despite warnings about spying.

Related article: Russian Hackers Targeted Ukrainian Company at Center of Trump's
Impeachment Storm

The adoption of sanctions requires unanimity among the EU’s 27 members, a clause that has
frequently paralyzed EU foreign policy decisions, amid competing national sensitivities and
interests. One of the diplomats familiar with the matter said, however, that there is consensus
in the bloc that there’s little point in having a cyber sanctions tool, without using it.

The process, which starts with discussions between cyber security experts before EU
governments are eventually requested to sign off, may take around two months, the diplomat
said. All officials familiar with the matter refused to be named due to the sensitivity of the
issue, though two of them confirmed that the targeted groups are linked to China and Russia.

The EU has vowed to project more foreign policy muscle, following a decade during which the
bloc was consumed with internal problems, such as Brexit and the sovereign debt crisis. It
plans to deploy warships off the coast of Libya, to help protect a UN-mandated arms embargo
against interference from powers such as Russia and Turkey in the conflict plaguing the North
African country.

Still, the need for unanimity has been a major thorn in foreign policy decision making. Many
EU members are wary of endangering relations with China, the bloc’s second biggest trading
partner and a major foreign investor in some countries. Others seek a progressive
normalization of relations with Russia, on which the EU depends for much of its energy
supplies.
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