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FSB Wiretaps Could Enforce Russia's
New Anti-Terror Laws

By Pavel Kantyshev

August 10, 2016
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Russia'sBFederal Security Service (FSB) has offered phone companies the use ofRits own
wiretap systems to enforce the country's new anti-terrorismmBlegislation.

TheBequipment, which is already installed with telecom operators throughoutBRussia, is
better known by its Russian acronym SORM (Operative-SearchBEActivities System).

RussianBofficials have been tasked to report on the country's technologicalBcapability to
enforce theBnew laws, which were signed by Russian President Vladimir Putin lastEmonth.

The legislation stipulates that Russian telecom operators and InternetBproviders must store
all of their customers' traffic, includingBcalls, letters, files, and conversations, for
approximately sixBmonths as of July 1, 2018. Data relating to the time and date of
theBtransmissions must be kept of on record for three years.
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OfficialsB® were asked to inform President Vladimir Putin whether RussianBmanufacturers
would be able to produce equipment needed to complyBwith a new law by Sept. 1.

TheBFSB currently uses SORM to continuously record the traffic ofBspecific users and save it
for up to 12 hours, one source explained.BThe FSB is currently proposing to expand the
system, allowing it toBRrecord the traffic of all users and store it for months at a time.

FurtherBchanges would also be required. As the system currently only storesBonly data
traffic, additional upgrades would be needed to recordBconversations.

Data retrieval also poses problems. SORM software is currently designed inBa way which
requires a user to scroll through all previous data inBorder to access a particular record. The
new law requires so muchBinformation to be stored that this system would be
completelyBimpractical. A costly search and indexing system, developed fromBscratch,
would also need to be incorporated into the equipment,Banother source said.

TheBcost of making these changes are likely to be passed straight toBoperators.

WhileBRthe source declined to estimate the cost of the changes, theBdirectors of Russia's four
major communications companies — MTS,EBMegafon, Vympelcom, and Tele 2 — have
already calculated thatBRussian operators would have to pay 2.2 trillion rubles to installBand
maintain traffic storage equipment.

SORMHis a distributive system,

saidBAndrei Soldatov, the founder of the security service
informationBwebsite

Agentura.ruBwebsite.

SORM'SBhardware and software is located with
operators — who bear allBexpense

sB— while intelligence agencies merely operate a control
unitBremotely.

BSoldatov is certain that SORM is already recording the full array ofBusers’ data, including
voice conversations and Internet traffic.

OfficialsBhave already discussed the possibility of using the existing SORMHEsystem for
implementing the new anti-terror laws, said SenatorBLyudmila Bokova. The existing system
is not designed for recordingBand storing voice communications, and its capabilities must be
expandedHBto record, identify, and group that information.

NewRtechnology is required, and the authorities would prefer it beBRussian-made, she said.

TheHFSB has already licensed several firms to develop wiretappingBtechnologies, including
MFI Soft, TekhArgos, and Norsi-Trans. An MFIESoft representative declined to comment,
while other firms could notBbe reached for comment.

RepresentativesBof MTS, Vympelcom, and Megafon also declined to comment. A
RostelecomBrepresentative said only that the company was awaiting thelannouncement of
government rules, regulations, and procedures forBimplementing the law.
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