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Web Providers Brace for Restriction Bill
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President Vladimir Putin is yet to sign into law the legislation restricting access to banned online
content. Maxim Stulov

Internet service providers are adding and expanding their systems for scrutinizing online
content as they prepare for the onset of the new Internet restriction law.

Taking effect Nov. 1, the law forces Internet service providers to help the government shut
down websites featuring content banned by the new law or otherwise deemed illegal.
President Vladimir Putin is expected to sign the legislation, which flew through the State
Duma and Federation Council earlier this month.

Leading providers of Internet access for mobile and home users are now ramping up their
capabilities for '"Deep Packet Inspection,' a system for filtering packets of data. Compared
with other packet review methods, DPI yields more information about what is being sent over
computer networks.

Mobile and Internet companies MegaFon and Mobile TeleSystems have had DPI systems
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in place prior to the new law, but both are now expanding those systems, the companies said.
Vedomorsti first reported on the DPI systems Tuesday.

MegaFon has run a DPI system on its mobile networks since 2008 and has used it with various
fixed-line telecommunications as well, spokeswoman Yulia Dorokhina said.

"We are now conducting a tender to choose a universal solution for optimizing traffic on fixed
and mobile networks," she said by e-mail Tuesday. About 40 percent of its 63 million
customers use fixed or wireless Internet services, she said.

MTS also is already using DPI in its mobile Internet networks, spokeswoman Valeria
Kuzmenko said. For the new law, MTS will expand the DPI system on its mobile networks, add
DPI to its fixed-line networks and set up a network management center for both types, she
said.

Currently, MTS has about 70 million mobile subscribers and about 11.5 million household
wired Internet subscribers, Kuzmenko said.

VimpelCom, with about 56 million mobile customers and 2 million wired Internet customers
using its Beeline services, "is testing DPI on both mobile and fixed networks in a number

of regions," spokeswoman Anna Aibasheva told Vedomosti. The company isn't providing any
additional details at this time, she said by phone.

Meanwhile, state-owned Rostelecom has a DPI pilot project running in one of its major
regional divisions, Kira Kiryukhina told The Moscow Times. She said DPI would be used
to meet the new law and to provide tariff options and traffic analysis.

MTS said it expects the full traffic-filtration system required by the new law to cost
the company roughly $50 million. The other companies declined to name their price tags.

The government can involve the service providers if the website owner fails to delete
the objectionable material and the firm hosting the website then fails to block access to the
site, all essentially within less than 48 hours.

Materials that display child pornography, entice underage citizens to participate in activities
"of a pornographic nature," exhort or instruct people to commit suicide or encourage either
the use or preparation of narcotics are all specifically subject to Internet censorship under
the law.
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